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EXPERIENCE SHARING

WHAT'S IN THE
TOPIC:
TRANSFERRING DATA ABROAD OF
BUSINESSES IN VIETNAM

Currently, the storage of information and data in cyberspace is
familiar with both the individual users and businesses. The storage
of information on the internet is quite popular because it brings
many benefits and convenience for users, as well as businesses, such
as the synchronization of information within the enterprise will be
more efficient, saving more storage space, convenient access when
accessible from anywhere, easy information management etc. Thus,
the application of data storage on the network or servers is being
applied by many businesses, for both small and medium enterprises
and large enterprises.

Since the spreading of multinational enterprises, the governments have paid more attention to the storage of
information to protect the personal information of their citizen, as well as the national security. As regard Vietnam,
the Law on Cyber Security also has several provisions on such issue. Pursuant to Clause 3, Article 26 of the Law on
Cyber Security 2018:
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“Article 26. Ensuring information security on cyberspace
3. Domestic and foreign enterprises providing services on
telecommunications networks, Internet and value-added
services on the cyberspace in Vietnam engaged in collecting,
exploiting, analyzing and processing data on Personal
information, data about the relationship of service users,
data created by service users in Vietnam must store this
data in Vietnam for a period prescribed by the Government.”
Accordingly, it can be seen that the law allows the types of
data to be stored in Vietnam, including:
(i) Personal information of service users;
(ii) Data on the relationship of service users;
(iii) Data generated by service users in Vietnam
Therefore, not all data transmitted on cyberspace must be
stored in Vietnam. This provision does not affect or restrict
the flow of digital data, hinder the operation of businesses
like some propaganda information over the past time.

In addition, according to Clause 3, Article 26 of the Law
on Cyber Security 2018, this provision does not apply to
all businesses, except the businesses that "provide
services on telecommunications networks, internet and
value-added services in cyberspace in Vietnam”, but
must be accompanied by conditions that collect, exploit,
analyze and process Vietnamese user data. This
provision is in line with current network security
protection requirements and the Law on Cyber Security
2018 also requires that “Foreign enterprises stipulated
in this clause must set up branches or representative
offices in Vietnam".
In fact, Vietnam is not the only country in the world that
regulates domestic data storage and requires
businesses to provide information to authorities,
because there are almost 20 countries in the world
which store data in the country, such as USA, Canada,
Russian Federation, France, Germany, China, Australia,
Indonesia, Greece, Bulgaria, Denmark, Finland, Sweden,
Turkey, Venezuela, Colombia, Argentina, Brazil.
Depending on the actual situation, countries may
require different types of data storage.

MAY 2020

All countries in the world consider national security a top priority. Therefore, businesses providing cyber services
have been coordinating and meeting the requirements of the authorities of the countries in the world in
protecting national security and preventing crime.
Storing data and information on cyberspace is one of the very effective tools that businesses can apply in solving
management problems. However, in order to ensure that information and data is kept as best protected as
possible, the requirements that the data storage needs to be within the territory of Vietnam might be considered
as reasonable and suitable to the current situation of Vietnam, based on the lessons from other countries around
the world. Because of these current laws, businesses that take advantages of the data storage on cyberspace
might want to be cautious as regards to transfer data abroad.
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